A073 SWa0s wsiC

STATE OF FLORIDA )
12TH JUDICIAL CIRCUIT ) SEARCH WARRANT (GOOGLE LLC)
COUNTY OF SARASOTA ) - :

THIS ORDER IS ISSUED PURSUANT TO SECTION 92.605, FLORIDA STATUTES. &
RESPONSE IS DUE WITHIN 20 BUSINESS DAYS OF RECEIPT OF THIS ORDER

UI\!LESS & LGNGER T[ME PERIOD IS STATED HLRELN.

IN THE NAME OF THE STATE OF FLORIDA, fo a]l and singular the Shenﬂ‘s and
their Deputies, the Director of the Florida Highway Patrol and his Troopers, the
- Coinmissioner of the Florida Department of Law Enforcement and his Designees, the.
Director of the Florida Fish and Wildlife Conservation ‘Commission and lis Officers, and
Constables, Municipal Police Officcrs and State Atiorney's Tiivestigators all acting within
their jurisdiction; '

_ WHER{:&S Yhave received aﬁlda\'it for search warrant, on this date made before
me by the Affiant, Detective/Officer A. Cox 1746, who has prcpared same in his/her
capac:ty as a law enforcement officer; and .

WH{:REAS the stated Detectwer‘Oﬁicer }iavmg been placed under oath and

_ support of said apphcauon for search warran’r, and the facts contained therein which are
now mconporated herein by reference and: madc a:part of this Warrant, and; '

WHEREAS said facts so made known to me by such afﬁdawt as set forth, have caused

me:to certify and find that there is probable causc te-belicvethat the taws-of the-Btate of -~ -
Florida relative to prohjb iting Sexual Battery (Mentally Incapacitated), controlled hy
Florida State Statute 794.011(d)(b), has been violated by Christian Ziegler, and the
officer has reason to believe and docs believe that evidence eonnected with the crime is
current!y located within the bclow identi fied Google account.

A user accounit ldentl fied by Umque Google ID; _

This account is under the control of* Google LLC:
‘Attention: Custodian of Records

Google LLC.

1600 Amphlihcatre Parkway
Mountain View, CA 94043 o
E-n'__laiE: USLawEnforcement@google.com

THEREFORE, the Court having found that Googlé is an out-of-state corporation
that provides electronic connmunication services or remote computing services to the
public and pursuant to Florida Statutes § 92.605 and § 934.23, as well as the United

Filed 11/17/2023 03:07 PM - Karen E. Rushing, Clerk of the Circuit Court, Sarasota County, FL
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.S{atcs Code 18 U. S C. §2703, dnd California Statute § 1524.2, a Judge of the Circuit

Court of Florida has Junsdutzun to issue a search warrant for a Google account,

consequently thiese presents are to coinmmand you, with the proper and nece‘tsary

assistance, cither in the day time or in'the night time, as the exigencies of the situation
may demand or require or on Sundays, or ho]:days to enter the said Google account

o .

described above, and dlltgcntly search said account and seizc as ewdencc any ‘of the
' 'followmg :

PROPERTY TO BE PROVIDED BY GOOGLE LLC.

Stored electronic communications or files associated with the user accounts identified
as’ Gougle User ID: h and any related accounts
concerning the same aCCOUN( SUDSCIIDETS OF users, smce creation of such account until
the date of production, including but not limited to: .
~a. content and header information of emal! or othcr messages and any’
' .atrachmcnts, - ’

b. user contact information, group contact mibrrmnon,

c. IP logs, and instant messagés if any, whether drafted; sent, received, opened

- or unopened, read or unread, and/or forwarded; and

d. anybuddy lists or contact lists, calendars, transactional data, account
passwords or identifiers, and/or any:other files related to that account;:

Récqi_"ds cqgcenting the fﬂgntity. of the user of _t_l_'le above-listed USEr hcc’m;ht(s}; _
consisting of name, postal code, country, ¢-mail address, dale of account creation, IP
address at account SIgn-'li}J, logs showing IP address, and date stamps for account’
accesses. L _

 Any photo pnms linked to or assocnated with the’ ahove»llsted user account(s) The
-pheto prints are to include a comlailatlcm of all photos and or'videos uploaded by the

user that have not been deleted, along with all photos and videos uploaded by any
user that has the user taggcd in lhem L

associated metadata nmcslamps and IP addresses associated with the upload or
download, as well as any n'ansacmonai logs that show user interaction with the
wdeosﬁmageb

Stored Android backups; .-

Stored web baoll':Jmaﬁ\:i‘i' web history, and autofill data that are smred under this account;

Files stored in the Google Drive related to this account 10 include shared. foldcl's that
- are accessible by. this account; : '

Fllcs stored ini the Goog]c Photos reiated to this account, to mclude shared foldcs s that
are accessible by this account with any associatéd metadata (EXIF), timestamps, [P
addresses associated with the upload or download, any lransacnondE logs: that show
user interaction with- the v1deowhma°es,
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'whom directed

03:28:21 p.m. 12-01-2023

g Go'csgie Hangouls convérsation content énd history asSoéialed'ld this accouﬁi“

10 Any. addmonal Google Account or Goog]e Play accouni 10 mclude account
- mfm mation, and account history;

11. Any location history including global positioning ¢oordinates;
12 Gdogle walietfcheckb(zf qervice infonﬁaﬁdﬁ' and

" GIVEN UNDER MY HAND AND SEAL THIS DAY

©11/15/2023

- DATE

Sl(‘iNATUREﬂILEC'I RONLC Si&NﬁLl URE

5/28
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N THE CIRCUIT COURT OF THE 12™J UD!CL&L C[RCU[T IN &ND FOR
S&R}’LSOT& COUNTY, £ LORIDE’L

9418617738

&P?L[C&TION FOR COURT ORDER/SEE:RCH WARRANT COMPELLING
PRODUCTLON OF CiOO(EiLE RECORDS '

'In Re: A Criminal Invcstlgatlon LT Casc No. 23-048937

Auseraccount 1dent1ﬁedb o L o
Unigue Google ID: —

'I‘lus account is under the control of* Googlc LLC

o :Attennon Custodian of Records

‘Google LLC. :
. 1600 Amphltheatre Parkway
---ﬁsMountam VIE:W, CA 94043

BEFORE I&E{I a Judge of the Crrcm1 Couri pm‘sonally or by sworn attestment. -
- appea:cd Detective/Officer A. Cox #1746, a duly sworn law enforcement officer of the
~ Sarasota County Sheriff’s Office, State of Florida, who after being first propéily swom,
makes application for an order compellmg Google to search for; and obtain, and to -
_ provide information and data in the above described Google accouit to the applzcanl
* Detective/Officer listed above, who states under oath that he/she has sufficic ent grounds to-
“believe and does beheve that the laws of the State:of Florida have bccn violated by

Chnstmn Z:eﬂler to-wit:

: ;__docs bcilcve that ewdeuce connected with the cnme is currently located wnhm the below L
--.i_ldcnuﬁed Google accounr : .

 THEDESCRIPTION OF THE USER ACCOUNT is s follows; -
R :A user account zdgntzﬁed by Umquc Gooﬂlc ID: _ S

S GROI}NDS FOR ISQUANC{: : -

The. fallowing grounds for issuance of the Order Cumpelhng Pmdncnon of Gongle

Recotds, as required by Florida Statutes exist, to-wit: the evidence sought is relevant o -
_ pravnw the abovc dcscnbed offense has bccn ccmumtted and such evidence is: conta: ined
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within the Google accounl desc:nbed dbove See Flonda Statutc 933, 09(3) Goag‘te is ah
aut—afi-state corporatxon that provides electronic communication services or remote
_ computmg semces to the pubhc Your Affiant seeks to seme the bean»deambed

Code 18 U.S.C. 2703; and Cahfomza Statutc§ i524.2, whtch compcl out-of-state’
* electronic communication service or remote computing service thal provides such
semces to the pubhc to prowde mfon'nauon requested pursuat:t to se&rch warrants ceurt

_ been commxtted and. that evzdcnce inthe fonn of electromc commumcatwn and or data
o held or possesscd by Googie may be. dascovered for- the foilowmg reasons B

chr Affiant has been employed with thc Sarasota Pohce Deparnnent since Apr:! o
2015 ‘{cur Aff' ant is asszgned to the Cnmmal Investxgahon Dzv:snon unit and has =

‘ computer-related mvasuganons and exammmg dzgltal ev1dence

' SUP ORT YOUR AEF!ANT’S PROBABLE u

1 On IOI04123 she vieti reparted she had been sexuzﬂ‘ly assau!ted Tha

'by Christian Zieglér on'10702/23, The Vlctlm was treated and eXamined at Sarasota R
Memorial Hospital where a sexual gssauit it wis completed The Sox ult oo

' :occurred at-the' v:ctlm 8 aparimen’

2. On 10!05123 Detectwcs began the mvestzgalmn which revea!ed the feliewmg The i
* - victim and Christian Ziegler have kriown each other for twenty years. _.GnlO{_OmS LR
“the Vu:t'lm and Clmst:an ?‘ 1evler agreed to have a sexual encountes that included - '

"haliway Christian eutered the apartmeni bent the victim over the bar stool and B o
: 7 vaginally penetrated her witll his penis. The victin advised Christian did not wear a ;‘g S
- ._.condom, and he statcd “I’m leaving the same. way I came in.” The victim s:ud she, -

i - was her ds '_gTeqm!aa]Iday Theth
1ac‘.l'uri'sc:‘izi she called her tWiﬁ siste and told her she was raped:.

‘3. Detectives mtcmc“e—who confgged ber sister called her and-told R
‘Ther she was raped but did not tell her who did i md her sister (vxcsiiﬁ) was B

L very emotmnal smd distraught. -




9418617738 03:30:52 p.m. 12-01-2023 8/28

4. On10/24/23, Detecti\'e viewed the video surveill‘zmce foc)taﬂe ffcrm' the victim
&‘ucig: bcarmg FL., lag SR_QGGP on 10105f23 at 1429 houfé ' VCh,u'snan rmmcdnte[y,"
entered the:apartmenf complex; is seen coming off the elevator and driving away in
thc parking lot.at 1507 hours. _Christian was wearing dark shorts and ared shirl.

©On 20!02/23 starhng at {)?29 imurs In:the messages Chrlstlan told the victiny to go {0
Instagram The victim said Christian liked 16. usc Insiagrum bccausc he conccals the
messages usmg vanish mode

6. In anothcr message he asiced the victim for her address and told her they were driving
around referring to him and Bridget. Chitistian continued sending the victim
messages, but she did not respond ili a timely manner; When the victim ﬁnaily
rcspondcd she asked who was commg At 1412 Chnshan saxd “?mb just me ﬂus ﬁm‘e

1424 hours the vmnm respended.“Sony I was mostly in for her” rcfcrrlng to Bndgcz C

7. On10/27/23, Detecnves ieameci that Clmsuan was frying to coiitact the vietim by : -
sending her- messages via Instagram. Detectives and the victim began communicating
with Christian via controlledfrecmded messages The following is a summary o of the
commumcanrm

. Victim 'Fr'n not okay with what happened the other day between us.

s Christian: Oh. That s not good. You are my friend. Known ‘ya for like twenty
years now. Lol. Note: Chnatmn -goes on to talk. about how long they. have been
friends,

» - Vigtim: Yeah [ know but that was not ¢ool and you didn’t bring her and then did

. that to me, :

upsct but I can ieave you afone it you prefcr \Iotc Chnsnan tiacn tned to chanrre
the conversation to getting his hair cut.

e Victim: I don’t know if [ can do that anymorc after what you d:d to me last time jt

- freaked me out.

' Christian Ok, Well, son'y Not- thc mtcnuon T want you to bc happy and not havc‘
drama. You have dealt with enough BS. Note: Chnst;an agam tried to chsmge the
subject by ta!kmg ai)out getting a han'cut

he}p‘? An: Ll
» Vlcttm I really can’t even talk to you rwht now.,
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During the mcssa;,mg,, Christian continuously asked how he could help, and the victim
responded, “You caused this. Y ou can’t help me.” Christian repumediy referred to the
victim as his friend in an effort to minimize the sntuahon, he wonld deflect by trying to

~ change the subject when confronted.

. 'Victim [’d prefer you te tell me why you think what you did was okay?
»  Christian: Where r u? Wanna mest and chat? Worried about you, You are my
~ friend.
s  Victim: Hell no not aﬁer what you did to me: Do you not understand Lam
terrified of you? Cimsnan :espondcd that he h'u} to go soon, -

Christian the_r_! began calling tﬁeyictim._ The caﬁé were agid,io rccordc‘d. |

Tn the first phone call the victim told Christian he hurt her when he came over. Christian
said he did not think that was the case and if she was upset, he did not nced her upsct. -
Christian tri¢d to change the subject, and the victim asked why he did that. Christian said
hie was not frying to start any issues, and she knows who he is. Christian.asked the victim
if she wanted him to leave her alone. The victim said she needed 1nm to know that he hurt
her. Christi an res;)ondcd by saymg e would leave her akme

n the :s¢cand controii_ediphp_ne call, the v_x"c_mnft;al‘lcd Chnsmén-ba:ck_,_\hfhen he dnswered
the phone, the viclim asked hitn why he forced her tc have sex with-him when she, never

| 'was gwmg hxm a hard time. Chnstmn asked the vxctim if she wanted hxm to call her later

and shc $aid no.

‘ in the third controlled phonc call. Christian called the. victim. Christian started asking the

vietim what she was going through. The victim told Christian‘he sexually assaulted her.

_ Clmstian saui “T ‘hose are big werds, pleasc don't, 1o I dzdn t You mvﬁed me in, that’s

' v;qpm was: his ﬁuend _dnd asked her what:s_hc nge_ﬂed Chush:a‘n asked the victim ifshe
nceded financial help or anything e}sc Christian askcd thc viciim what the isme was. The

and he apologlzed for whatever i is gomg ol Chrxstxan gaid he did not need any drama,
and he did not want to create any issues for hex and if she was upset with him, he would
leave her alone. Christian told the victim she was a good pérson, and hé-would leave her
'alone The vxctun askeﬁ Chnstlan to help her understand why he came ovw Chmtzan

and: he asked her zf qhe was recordmg him: Chmstian saxd the Victiin was trymg to get }um
on record saying something. Christian once again asked the victim what he could do'to-
“help her. The victim told Christian to leave her alone: End of call. |

9/28
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8. On 11/01/23, Detectives interviewed Bridget Zieglér.:degct-I:_Onﬁriﬁed that she

knew the victim through her husband. Bridge! confirmed having a sexual ericounter
with the '\_;ffclim and Christian.over '{1 year ago and that it only happe:n:ed iane time.

9. ‘Ot 11/02/23, Detectives intervicwed Christian Ziegler with his attorney present.
Chuistian:advised he had consensual sex with the victim, and that he took a vidéo of
the encounter on 10/02/23 of the victim. Christian said he initially delcted the video,
but since the allegation; he uploaded the video to his Google Dzwe Which we have
not been able to locate upon a digital extraction. -

'IO Bascd on the ahcve m{oxmatton 1 believe a search wamant for the conten! stol ed on

Google’s servers for data relating to the Gmail address: ,
mfﬁl lead to locating evidence nf thecrime, and wail
authenticate the ate, time, and location of when the: v:deo was created.

. G‘Oogle is a web service providcr that pm‘wd‘es users the ablli!y'lo comrmunicate with
other users by various means; this‘includes the ability to email, post videos, and past
photographs for others to view and to keep privatcly stored; messaging services to
commumcate dnectly between users; and sharing of media bétween users, among
other services.

12. Your Affiant knows ﬁnm experience that items can be symed to multtplc elecnomc
devices including mobile devices, by the installation and use of the application
Google Drive. Spec:ﬁcally, Google Drive is a cloud-based storage service that
enables users to store and access files onling. The service syncs stored documieiits,.
photos, and more across all the user’s devices, including mobile devices, tablets, and
PCs. These files can be saved on a folder and synced across any devzce thal Google
Drive is installed on, thus allowmg the user to access lhese fi Icq on any dewca at any
time. .

13, Your Amant knows from experience that Google Drive is one of Google s cloud-.

based storage services that allows customers.to access videos; photos, and documents
from their inobile devices arid Mac or Windows personal computers. Jt also enables
customers to back up the data within thc Google Drwc folder whlch as a result ailows

offline.

14, Your Affiant Rﬁowj_s_ from fraining and experience that iPhones; iPads, An&r{jids, and
Applc iPhune 15 Pro Max are devices' that can havc Googlc‘ Drive installcd

15, Your Affiant knows Erom tmmmg and expenence that sear ches and'seizures of

electronic communications evideénce may require the seizure of most, or all _
communications currently stored to be 'proci:sa',cd later. Fuithermore, you Afﬁant o
believes that there is no way to minimize or narrow the focus of the items being

10/28
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mquesled herein and this data can only be narrow after you Affiant has an oppoltun:ty
“to search all of the data bemg stored within the aiozementmned Googe Dnve
amun[ U - L

16. Becaiise the out-of-state electronic communication service or rémote computing -

service provider has no reasonable means to distinguish evidence of the crimes from -

.- any other records contained within the sought-after account, your Affiant seeks to
~ compel the service provider to seize a copy-of all Tecords pertaining to the aceount
and provide the entirety of the records.to. your Affiant. Orice your Affiant has -

obtained those records, your Affiant and/or other representatives of his/her agency
shail conduct an actual search of the items obtained from the out-of-state electronic
* communication service or remote computing service provider in order to sort the-
evidence of the violations articulated above and specifically sought heréin, which
: may be mtennmglcd with umocent or innocuous documents or reeords

found

INF ORMAT iON A.N D Dzk'[‘& SOUGHT BY Lﬁ\\f ENFDRCEMENT

PROPERTY TO BE PROVJDED BY GOOGLE LLC

.

wd Ll

11728

Stored electronic commumcahons or ﬁlcs assocmted with thc user accounts xdentzﬁed' L :

as Gueglc User. ID: and any related

* accounts concerning the same account si ers Or Users, since creation of such

account until the date of production, mcludmg but not limited fo:-
a. content and header mfm'matlcn of email or o{her messages and any
attachiments;’

-~ 'b. user contact znformatlon, group contact information; :

c. 1P Iogs, and instant mcssagcs if any, whcthcr draftcd, scat, rcccwcd opmmd

_ ._d. any buddy ]ls!s or contact hsts calendars, uansacnona! data, accoum
:passworc[s or zdent:ﬁers, and/or any oiher fi les related to that account;

..~ Retords r:oncemmg the: xdcnuty of the user of the above-hsled user account(a)

cons:slmg of‘ name, pnstai cada, cmmtry, -mani addrass, dateof account creauan, 51

BCCBSS&S :

' 'Auy photo prints lmked to-or assoclated w:th the abmre hsted user acmunt(s} T he ke
photo prints are to include a comp:lauon of all photos and or videos uploaded by thc B

.+ user that have not been deleted, along with-all photos and wdens ulaloaded by any

user that has the uscr iaggcd in thcm

: .ass_qcmted metadata t;r_yestamps and 1P a_ddrcsses associated wnh the upload or .
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. thzs date
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~ download, as well as any tmnsacnonal logs that ahow user.interaction with the
videos/images. o

5. Stored Android backups"

. Files stored inthe (mogie Drwe related 10 this’ acceum to include: shar{:d folders that
arc accessible by this accOunt
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8. hlf:s stored in the Google Photos related to this account, to inchudé shared folders tha

are accessible by this account ‘with any associated metadata (EXIF), timestamps, 1P

' .addrcsses hssocaated wnth the upload or dovmload, any tmnsacimnal logs that show

‘9. Google H'mvouts convarsatlon content and hmtow assomated 10 thzs account;

10. Any additional Geogle Account or Goofric Play account, to include; account
' mfos’matmn, and account hxstar}r

11. ‘Any l,o;catipn: history ini:juding gi‘obai' positioning coordinates;

13. Instai%ed apphcanon éevnce makc(s) mudel(s) and mtemaﬁonal mobzie identification -

- number (IMEI) or mobzlc, equipment 1dent1ﬁel number (MEID) for Google. account

WHE.REFORE your Affiant resneci fuliy requests that a Search Warrasit be issued

commanding all and singular the Sheriffs and their Deputies, the Director of the Florida-
Highway Patrol and his Troopers, the Comirnissioner of the Florida Department of Law -

L "‘,Enfoaccment and hzs dcﬁzgnccs Canstables and Mumclpal Pohca Officers and State

' Dctectwe Angcla C% 746
Affiant/ Signatore -
Elecimmg Signature

12/28
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STATE OF FLORIDS )
COUNTY OF SAMSOM )

The fmegmng anslnnmn[ was: d(kﬂ(?“« leciged bciorc me iln:, I3§h (h)f of

DCIL.C(]\ ‘e Maria Llowo #l 312
Signature/Electronic Signature.
Law Enforcement Officer

Notary Public, State of Florida
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RETURN TO SEARCH WARRANT

RECEIVED THIS WARRANT on the ZS'H‘ day of /\/Ot/fmloef* :
A.D., 204D , and EXECUTED the same onthe [ dayof_A/buembe|
AD, 20015 by READING THIS WARRANT TO, and delivering a true COPY hereof
to one 5?]) On,./).a?'h/; {or by leaving a
COPY at the premlsek)»/ané seizure of the item(s) described previously. Upon
the completion of said SEIZURE, a WRITTEN INVENTORY OF THE PROPERTY
seized was delivered to the aforementioned PERSON (or such a copy was left at the
premises). A TRUE and CORRECT LIST of the item(s) seized is set forth in the following
INVENTORY: 4

eLec o eUidesce. Sa\,\é:ph‘f'

\}r}ﬁdﬁ\ G))( , the officer by whom this

WARRANT was executed, DO SWEAR that the above INVENTORY contains a TRUE
AND DETAILED ACCOUNT of all the PROPERTY seized by me on said WARRANT.

4 A
AFFIANT

(SEAL) W——

SWORN TO AND SUBSCRIBED BEFORE ME THIS THE _| Q-ﬂb day of

[Qg;\_igngagi ,A.D-., 2&.




/022 SR Q0\0I L ey
(e

w THE CIRCUIT CQURT OF THE 12" JUD{CIAL CLRCUIT IN AND FOR
SARASGTA COUNTY, FLGRiDﬁa '

SEARCH W’AR RAN'E’
(CEmeR TELEPHONE)

EN THE NAME QF TRE STATE OF FLORID& to all and smguiar the Shemffs and -

‘ then' i)eputnes the Dzrector of the Plonda Highway Patro] and his Troopers thc
Dzrector‘b”f the Flonda Fzsh and Wildlife Conservatxon Comrmss;on and his Ofﬁcers, anc_l
Constables, Municipal Police Officersiand State Attomey s Investigators all acting within
their jur:sdacnon ' .

: WﬂﬁRﬂAS 1 have recéived affidavit for séarch warrant, on this date made before
me by the Afﬁant Detectwe Angela Cex #1 746 who has prepared same in. hisfher

WHERERS the Detect:vel@t‘ﬁcer havmg been’ placed under oath and havxng

sworn to the facts as stated therein, and having examined the $aid facts set forth'in- G
support of said apphcatlon for search warrant and the facts contained therem whlch are -

.W_H_EREAS, said faCt_s 50 made knowi to me by such a'fﬁd'avi_t as set forth, liave..
cansed me to certify‘and find that there'is probable cause to believe that the laws of the
State of Florida relative to: Sexual Battery. pursuant to Florida Statute 794.01 1(4)(b)
“Mentaﬂy Incapac;tated” have been vxolated by. Chnstlan M. ergler W’/M DOB

rmmber 202- 731-7213. The cellular deviceis cunenﬂy located in the custody of.”
.Christian Ziegler. 'I‘he aforesaid. location is within the junsdscnonal boundanes of
- Sarasota Ceunty

THEREF ORE, these presents are to command you, w1th the proper and necessary
' aSsttance including off-site forensic cellular telephone analyst experts; either in the
daytime or.in the nighttime; as the exigencies of the situation may demand or require or.
on Sundays or holidays, to search the said cellular telephone(s) described above. and
. séize as ev1dence any of the foitowmc '

EV{DENC{I SOUGHT:

Filed 11/03/2023 02:52 PM - Karen E. Rushing, Clerk of the Circuit Court, Sarasota County, FL
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1. All data rcgazdmg the tai nret dewcc 1dent1ty mfmmatzon nlcludmg the assxgned phone

2. All data regarding text communic'ation including ‘SMS ‘MMS, and 3% pirty
.'apphcatzon communication whether i mcemmg, outgomg, and drafts including: auy
associated- met'zdata :

A 4. Alldata ragardmg call log hzstory, mcludmg mcammg, outgoing, 1 rmssed and d:alcd

,and any associated metadata. '

6. Alldata regardmg web hxstory, including web sites wmted internet searches, web
bookimarks, mtemet cookies, downloaded data, and any associated metadata.

7. All data regardmg emaﬂs whether i mcommg, outgomg and drafts and assocxatcd

mcludmg any assomatcd metadata

9. VAll data regardmg documents mstalled apphcatmns autoﬁll data user accounts

;Oi In orde1 to successﬁxily complete a fcrensm extrachon from a mobzle dev:ce, 1t may

2 Wlarlc lhe smmh warrant being scught dm:s not contain a Limce pcnsd or date restriction, it dbes comain a subject-matier iumlahon.
which afeo snusﬁes the, 4“‘ Amcndmcnt pamculamy requuemcnt S_C_ﬂ nj e_t.; S gleq v, Bucnv-\h LOHE Zd 937, 942 n T (* Cir.

Tenn. 2008) Because 8 rorensw scarch ofa ccl! phone docs na! uwolvc tlic ust of search pnmmele:s, but inslead seqmres an
exanitier using ont or more specialized devices to extract il éelf plione data -~ mciuémg deleted fiems - and display samc ina
lramian-readeble format desizned by thic creator of the extraction soflware; doie restrictions cannot be used in the farensic axanination

" ‘ofncell phane. A dale resiriciion is also 1mpmcucal ‘because the dates assocxatcd with deleted {iles that have bcen restored during a

successiul cx{rachcn are olientimes unav mlab]e
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searchmg, v;ewmg, photographmg, recordmg, copymg, forensic i xmagmmg, and
analysis ofall of the information described. :

12. Dlgxtaf items. Ilstcd il this warrant may have associated content that is stored remotely :

on a server(s).at a tlnrd—pa:ty electronic service provider. If sc:zed TLaw cnforcement
i w1]} rctum with a second warrant request 1o search these items. -

If any of the same be found m said ob]ect you ate hereby authomzed wrth proper

3 on-51te copymg of the media or mfonnatzon and not to any later off-sxtc copymg or

feVIeW
GIVEN UNDERMY HAND AND SEAL THIS DAY

117172023

Click or tap here to enter text. T

CERwu JUBiL 1Z14 JULIGLR L CIRCU[T
Sl&&&?URE/ELEQTRON IC SIGN ATURE

; ThlS Warzant authorizes the seizure of eléctronic stor: age media and/or the seizure
or copymg of ciectromcally stored mfonnatzon Tlus Warrant further authonzes a Iatcr
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IN THE CIRCUIT COURT OF THE 12“' JUDICIM CIRCUIT IN AND FOR
‘ s&aﬁsom COUNTY FLORIDA

SEARCH W&RR&NT
CAFFIDAVYIT & ﬁPPLICﬁT[ON
(CELLULAR TELEPHONE) '

BEFORE ME aJudge: of the Cn‘cult Conrt, personally or by swoin attestment
_ appeared Afﬁant Detectwc Angela Cox Your afﬁant isa duly sworn Iaw cnforccment

sworn, deposes and says that he has probable cause ta behevc and does beheve that the
laws of the State of F londa have been vio ated, tﬂ—mt . .

The laws prohlbmng Sexual Battery commlied by Flonda State Statute 794 01 1(4)(’0)

N T{-IE D’ESCRIPTEON AND LOCATION OF THE C‘ELLULkR TELEP)‘,{ONE(S) TO
BE SEﬂ:RCi{ED '

' any and all d1 gltaliy storcd data on the dev1ce
The cellular devxce is currently iocated in the custody. of Chnstian ngler

The aforesald location is w1th1n the junsdlctlonal boundanes of Sarasota County. -

GROUN DS FOR ISSUANCE'
The following grounds for issuance of’ a Search Warrant as reqmred by Flonda Statutcs
ex1st fo-wit: : = :

‘Florzda Statutes iaiovxdes that a warrant to scarch an item, sfructure or coﬁVeyancc other
than a dwelling may be 1ssucd when any property- constitutes ev1cience relevantto .
_proving that a felnny has been conumtted See Florida. Statute 033. 02(3)

PROBABLE CAUSE FOR {SSUAﬂCi"I :
Your Affiants have probahle cause to: believe that the abov&namcd crime has bccn
'com;mtted and that ev1dence may be discovered for the. following reasons:

1. Your Afﬁant has been cmp}oycd with’ the Smasota Police Department since April 201 5.

Your Afﬁant is ass:gned to the: Cnmmal Inveshganon Division unit: and has been in
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thlS unit for 4 years, specializing in Crimes agamst Children and al} other crimes agamst
persons or property. o

. 0n 1004723, the victi IR ccported she hiad been sexually assaulted

by Christian Ziegler on 10/02/23, The victim was treated and -examined at Sarasota -

Memorial Hospital where a sexual assault kit was comileted. The sexual assault

**3. On 10/05/23, Detectives began the investigation which revealed the following. The
- v1ct1m and Chnshan Ztegier have known each other for twenty years. On 10i02/23

Christian’s wife, Bridget’ Zlegler When the Victim learned that Bridget could not
make it, she changed her mind and cancelled with Chiristian. On 10/02/23, the victim

- opened her apartment door to walk her dog and Christian was standing outsxde inthe

hallway. Christian entered:the apartment, ‘bent the victim over the bar stooland -
vaginally penetrated her with liis penis. The victim_ advised Christian d1d not wear a

~condom, and he stated, “I'm leaving the same way I came in.” The victim said she, |
Christian and Bridget were sexually involved one time over a year ago at their liouse,

The victim stated that when Christian came over, she was not in a place:to.consent
because it was her day off and shely

advised she called her twin siste
mnnedlaieiy went to the v1ctnn s house.

who con Ler sister- called her and told
her she was raped but did not tell her who did.it smd her. 51ster (wcttm} was-
very cmotional and dlstraught o S

. On 10/24/23, Detective viéwed the video surveillance footagé‘ﬁém the victim's:

apartment compicx The video captured Christian Ziegler arriving in his gray Ford
truck bearing F1L. tag SRQGOP on-10/02/23, at 1429 hours. Christian 1mmed1ateiy
entered the apartment complex. He is seén corning off the elgvator and driving away
in-the parking - lot at 150%hours. Christian® waaweanng dark shotts and ared shirt,

.~ As-part of the mvestzgatlon, Detectwes perﬁ)rmed a dlg;tai exiraction on the victim’s

cell phone Detectwes located several digital messages &om Chnstzan to the victim.

responded she asked who was-coming. At 1412 Chr:lstxan said, “Prob Just me this time
‘new. Was ready at 1: :30.” Chnsuan was referring to Bridget being ready at 1:30. At

1424 hours, the victim respended “Sorry I was mostiy in for her” refcmng to
Bridget. ' -

ing Tequila all day. The vicd -
and told her she was rape;h
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~ 8. On'10/27/23, Detectives learned that Christian was.trying to contact the vietim by
. sending her messages via Instagram. Detectives and the victim began Commmunicating
with' Christian via controlled/recorded messages. The foilowmg is a summary of the’
commumcatmn A :

-
. Chnstian Oh. That’s Tot good. You aremy friend. K.nown ya for hke twenty
years now: Lol. Note: Chnstnan -goes on'to talk about how long they have been
friends.
s Victim: Yeah | know but that was not cool and you dldn’t bnng her and then did
that to me.
®  Christian: She was in. ’f{‘hen couldn’t because no response She sald in next time.
. But I m}derstand Your my fnend I actually like you as a person 50 sorry you got
the conversanon to gettmg his hair cut.
o Victim: I don’t know if ] can do that anymore after what you did to me last time:it
o -freaked meout.
e Christian: Ok. Well, sorry. Not the mtentzon [ want you to be happy-and not have
~drama. You have dealt with enough BS. Note: Chnstlan doam tried to change the
- subject by talkmg about getting a haircut. o :
Victim: 1 have not been able to-work since you came over.
‘e Christian: | am pretty loyal fo my friends. Tried to:call. Hard to text, How canl .
-~ help? L .
e Victim: ] rcaliy ¢éin’t even talk to you right now.

During | the messagmg, Chnstz‘an contmuously asked how he couid'hékp, and the victim

- victim as hlS ﬁ'xend in an effort to mmz;mze the sztuatwn he would deﬂect by tryzng to
change the subject when confronted. : S ,

. thxm 1d prefer you to. tell me why you th:nk what you dld was:okay?
. o . Christiari: Where r. u‘? Wanna mieet and chat? Womed about you You are my
. friend.
o Victim: Hell no not after what you d;d to me. Do you not understand Tam'
.temﬁed ‘of you? Christian responded Lhat he had to: go soon.

-‘;Chnstian then began calhng the victim. The calis were audm recorded .

In the first phone cail the victim told Chnstlan he. hurt her when hecame over. Christian
said he-did nof think that was the case and if she was upset, he did not need her upset.
- Christian tried to change the subject and the victim asked why he did that. Christian said
" he was not trying to start any issues, and she knows who hé is. Christian asked the victim
if she wanted him to leavé her-alone. The victim said she needed hxm to know that he hmt
“her, Chnstmn responded by saying hie ‘would leave: her alone. ‘
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In‘the:second controlled phone call, the victim called Christian back: When he answered
the phone, the victim asked him why he forced her to have sex with him when she never

wanted to. Christian said he has never done that then said he had to go because some guy

was giving him a hard time. Christian asked the victim if she wanted him to call her Iate:r
and she said no. = o .

In the third contrelled_ phone call, Christian called the victim. Christian started asking the
victim what she was going through. The victim told Christian he sexually assaulted her.
Christian said, “Those are big words, please don’t, 1o I didn’t. You invited me:in, that’s .
it. 1 did not at all; and I never want you to feel that way.” Christian went on to say the
victim was his ﬁ‘lend and asked her what she needed. Christian asked the victim if she’
needed financial help or anything else. Christian asked the victim what the issué was. The

victim responided twice that he was the issue. Christian told the victim she was his friend,

and he apologized for whatever is going on. Christian said he did not need any drama,
and he did not want to create.any issues for lier, and if she was upset with him, he would
leave her alone. Christian told the 1 victim she was a good person, and he would leave her
alone. The victini asked Christian to hélp her understand why he came over. Christian
responded that he thought she wanted him to come over. The victim said no, I told you

1ot to. Chnstlan said that's not true: The V]Ctlm asked Clmstlan to acknowledge that he

and he asked her if she was recordmg him, Chrlsnan said the vmtlm was trying to get hlm
on record saying- somethmg Christian once againi-asked the victim what he could do to
help her The victim- told Chnsuan to leave her alone. End of call.

9. On 11/01!23 Detectives mtemewed Bndget Z1egler. Bridget conﬁ:med that she
knew the vxcnm through hm husband Bridget conﬁrmed havmg a sexual cncounter

~10. Based on the above mformatlon, Affiant has reason to believe that evidence of the

crime will be found within the ce]lular phone device belongmg to Christian Zzegler
telephone number

11. Your Afﬁant kndws from othér' i'ﬁvcstigations th‘ai it is common for'a s:.iép‘éct in

~advance of cnmmal activity, to communicate about their motives and plans via text
message, phone calls, emails, or through other communication
programsfapphcanonsfpIatfonns, and also to utilize an electronic device's access to
the internet to research information that may play a role in the. pcmon's plan or motive
fm the crime to be commnted :

12. Your Affiant also knows from other investigations it is common for a suspect post
crime, to communicate about their recently committed criminal activity with other
* suspects or accomplices via toxt message, phone calls, emails, or through other-
communication programs/applications/platforms, and also to utilize an electronic
device's access to the internet to research information that may assist the suspect in
dlsposmg of ewdencc, a path of ﬂlghtfgetaway from the crime and!m to coordinatc a
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meeting Iocatson with other suspects in order to discuss the recently committed
crimes in an attempt to thwart law t:nﬁawcments cffoﬂs

Your Afﬁant knows through lns training and expenence as a criminal investigator

that individuals who participate in such crimes commumcatc via cellular tc}ephones
text mcssagcs, calls emails, etc.

Your Affiant also knows cellular devices' such as iPhones/Androids continuously scan
their environment for the best signal, which generally comes from the closest cell site
and thus records and stores the phone's locat:on

Additmna]ly, your Affiant knows that cellular devices such as an 1Phones/Andmlds
also have the ablhty to and mutinely do store satelllte-based location data within the

‘phone when a user opens certain applications, sends messages over cellular date. or-

- does other lasks on the 1Phones!Andr01ds

" 16.

Two-way communication is a term used fo express any form of sent or recewed

~communication between two electronic dewces. This includes, but is not llmzted to

7.

the followmg. e-maﬂs, text messages, data messages, picture messages, dialed phone

calls, incoming phone calls and missed phone calls.

Text messages are a -vemai:ulz;r term for -twoéway communication between mobile
device systems which contain words, symbols, pictures, and files. Text messages

“include SMS (short. message semce), ‘MMS (multimedia messagmg service),

1Message Data Messaging, and various. other applications whichi express :
communication across visible letters between electronic devices. iMessage is the most
common way to communicate between 1Phnnes which is data based in mtemet

~ activity.

8.

With my trmmng and experience, your affiant knaws cellular telephones, and the
stored data, may be iiriportant to a criminal mvestlganon because they may contam :

" evidence or ﬁults of the crime.

19.

Databascs wzthm the phone can be integrated and correlated to each other makmg 1t
unrealistic to simply remove certain data séctions of a cellular phone to extract -
evidence sought during a data extraction. It is not feasible, with the nature of currcnt

. technology, to-only extract specific sections of a cell phone during a cell phone data_

- 20.
- show Christian Ziegler’s cellular phone, an AT&T carrier,

~ exiraction and guarantee all the sought evidence is properly and completely extracted.

Based on the aforementioned facts, your Affiant believes that probable éause exists to

hw’hic_h is
currently in Christian Zicgler’s custody; contains valuable evidence relevant to the
subject matter of this warrant. - '
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~ THE ROLE OF CELLULAR TELEPHONES IN CRIMINAL ACTS:

A ceHuIar telephone is a long-range, electronic device used for mobile voice or
data communication over a cellular network of speczahzed base stations known as cell
sites. The cell sites are mterconnected to the public swiiched telephone network {PSTN),
which-is miost commonly associated with ﬁxed/stattonary teIephones that were inl use for

“the majority ¢ of the twentteth century.

A smartphone 1sa cellular telephone that has Wi-Fi and ceHuIar connectmty ]t

.can shoot videos, take photographs, play music, send, and receive emati browse the
_web/’mtemet send text messages, and receive voicemail. Smartphones are also used for

banking, as well as scheduling appointments through their calendar operations, Other

: smartphone functions - video: games GPS navxgatlon social networking, etc. — can be

A typical smartp}:ione feature is the contact/name and address book, an internal
iatabase used for storing er_\trtes called contacts. Each contact entry typxcally ‘consists of -

number, e-mail address, fax number, and mobile phone number) Most smartphones

o stcue the detazis in: alphabettcal order of: the mdtwduals names

provade mformatton relevant and material to a criminal mveshgatmn Such mformatlon
can include leads: relatmg to the nameés of individuals agsociated with the suspect who
may themselves: (a) know of the suspect’s rolein the offense(s) under mvestzganon
and/or (by have parnqpatcd in the offensc(s) .

Affiant: also knows that smaﬂphones and the data stored in same may be important -

to a criminal mvestlgatton in two distinct. ways: (1) the objeéts themselves may. be

contraband, evidence, instrumentalities; or fruits of crime, and/or (2) the objects may be-
used as storage devices that contain contraband, evidence, instrumentalifies, or fruits of”

cm'ne m the form of etectromc data I thxs case, the wanant apphcah(}n requests

Furthennore L know that if location data i 1s s enabled on a cell phone a umque set ‘of

- metadata is assigned. This metadata is able to show the origin, capture time, and real time

Addlttonal]y, thls locatton‘based metadata would. show an approx:mate location where
the cell phone was: at a given date and time dependmg on the defendant s usage of the

‘j‘ phone

Based on the Affiant’s training and ex;jenence itis cdmfrioﬁufor a suspect o use

:hts or her smartphone o make and/or receive calls whilé i tn the area of a cnme that he or

she is comlmttmg
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smartphone has proven mcxeasmgly popular in recent years. “Text messagmg

. “texting” is the practice of sending short text messages from cclinlar tclcphones or

similar devices fo their intended recipients. According to a September 2010 report by the
Pew. Res'earch Center, asof May 201 0, 72 percent o{' aduits int the United States who own

by clicking HERE HERE ‘That same, report notes that “{a]dults who text typlcally send and

receive a medlan of 10 texts.a day; teens who text send and receive a median of 50 texts
per day.” :

-Affiant has further leamed that when a smartphone user “deletes” data on hig or
her simartphone, the data is not actually crased, but is instead retained in the smartphone’s
memory until overwritten when additional memory space is needed by the device. This
process leaves deleted data retrievable by digital evidence cxperts sometimes Iong aﬂer
the data has been deieted

The afdrementioned crimes are still under investigation and the evidence sought
may cotroborate mf’ozmatxon already known and/or prov1de additlonal leads for further
mvestioahon

contain the stored data ifit becomes necessary for reasons of practlcahty to remove the

" hardware and conduct a scarch off-site. .1 believe that,in this case, the cclluiar telephone
isa contamer for evidence and an’ :nstrumentahty of the crime under :nvestxganon

: Based upon‘my k‘nowledgc, trammg,‘ and expenence, I k’n’ow that searc’hmg and seizmg

searched later by a quahﬁed computer expen in a laboratory or other controlled
en\qronment Tius is truie becausge of the following:.

(l) The volume of evidence; Cellular telephones can store the cquwalent of hundreds of

“pages 'of information. Searching this vast amount of information is a very time-
“consuming task. This sorting process can take an exténded period of time and require

special cellular telephone soﬁware and it wmﬂd be impractical and invasive to attempt
this kind of data search on-gite. :

hxghiy technical process requmng expert skill and a properly controlled envxromnent

Data search protocols are exactmg sc1ennﬂc procednres demgned to protect the integrity -

or encryptcd ﬁles Because celfular telephone evndence is vulnerable to madVertent or ‘
mtentwnai modiﬁcatlon or dcstruction, a controlied envuonment may be necessary to
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of cellular telephones have been proven effective in recovering data long after its
_creation, f:r—ansmission, or receipt.

(3) Necessity 6 Bstablish a Timeline. Itis 1mportant in mvesngatlons of thas manner to
place the suspect with the cellular teIephone at the tlme of the effense. Smce thzs

near the tiine of the offense. An analyszs of siich files may provide evidence that the
suspect was utilizing his or her cellular. telephone in the appropnate time frames. This is
analogous to reviewing a suspect’s telephone records to prove he was at homie at the time
of the effense. : ,

In iight of theseee'rieems, your Affiant hereby requests the Court’s permission to search

the cellular telephone that is believed to contain some or all of the evidence described in
the warrant, and to conduct an oﬁ‘-sﬂe search of the cellular telephone for the evidence

‘descnbed below. o

EV!DENCE SOUGHT
1. Alldata regardmg the target device 1dent1ty mfermatxon mc!udms the: a551gned phone
' number serjal number make, modei fMEI camer, and owner mfermanon

2. All data regarding text cemmumeatlon mcludmg SMS, MMS, and 34 party
- application communication whether mcommg, outgomg, and drafts’ meiudmg any
_-associated metadata. -

3. Al data-mga'raeg contacts iﬁelﬁéin'g any associated logs and metaﬂataj. '

4. All data regarding ca]l 1og history, mcludmg mcommg, outgomg, 1mssed and chaled
and any associated metadata. :

6 AH data regardmg Web hzstory, mciudmg web sites visited internet searches web
' beoi{marks internet COOI(IES, downloaded data and any assoeiated metadata

T All data regardmg emails whether mcemmg, outgomg and drafts and asseelated

metedata.

P while ihe sean:h warrant being seugh! docs not conlain a lime pcned or dele resiriction, it does confdin a subject-matier iumiahen,

- which also satisfies the 4™ Ameadment panicularity requirement, See United States v, Busuvalas, 970 F, 24937, 9420, 7 (1% Cir.

1992), abrogated op pther prounds by Cleveland v. United States, 531 1.5, 12{2000), Libretti v. Woodsos; 2013 WL 6634249 (N.D.
Obin 2013), Uniled Stales v, Kemelt, 2010 WL 1491873 (E.D. Tenn, 2010), and United States v. Qaden, 2008 WL 2247074 (W D.
Tenn, 2008). Because a forensic search of a:cell phone does not ivolve the use of search paraingies, hut instead requires &
exaininer using one or more speciatized devices fo extract gl cell phioné dila - including deleted ilems -- and display same in'a

-~ human-readable Tormat designed by ie credtor of e extraction soflware, date restrictions cannot be used in the forensic examination

af'a ccll phone. A date restriction s also impractical because the dates associated with deleted fites that have been restored during a
sucegssiul extraction are oflentimes unavailable. .
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8. All data regardmg GPS locations, location: mfonnatlon longitude and latitude data,-
cell fower locations, Wi-Fi connections, Bluetooth connections, het-spot connections,
1ncluﬁmg any assocrated metadata. :

9. All data regarding documents, installed applications, autoﬁll data, user accounts;
passwords; PINS, notes, pattérn 1ocks, financial transaction records, credit card
, numbers including any aqsocraied metadata.

10, In order to successfully complete a forenmc extraction from a mobile device, it may -

be necessary to repair the device, replace the drsplay screen, replace the chassis,
‘replace the battery, and repair or replace switches and other components that are
necessary to make the device operatlona! It may be necessary to employ advanced
-Advanced ] processes may. znclude but are not limited to, brute-force attack methods,
thll’d party proprietary services and methods, destructive and’ petentraily destructive
processes such'as gaining root and/or super-usei level access, and employmg methods
such as JTAG; ISP and clnp -off in order to extract data.

1L The executmg law enforcement ofﬁcer(s) may en]:st the azd of a Iaw enforcement

‘ searehmg, vzewmg, photo graphmg, recording, copyzng, forensxc xmagxmng, and
analysis of ali of the information described.

12.1 also know 1hat digital ﬂems hsted in this warrant may have assoc:ated content that is

stored remotely ona server(s) ata thrrd-party electronic service prowder if seized, I
will return with a second warrant request to search these items.

-On the basrs of the foregomg faets Affiant belicves the. abeve—descnbed ev1dence may’ be
feund :

&QHEREFORE your Affiant reSpectﬁiliy requests thata. Search Warrant be: 1ssued

i commanding all dnd singular the Shesiffs and their Deputies, the Director of thie Florida

Highway Patrol and his Troopers, the Commissioner of the Florida Departiment of Law- -
Enforcement and his Special Agents, the Director of the Florida Fish and Wildlife

“Conservation. Commission and his’ Ofﬁcers, Censtabies, Mumcrpal Police Officers and

State Attomey s Investrgators all-acting within their jurisdiction, either in the day fime or
night tirmie, as the exigencies of the occasion may demand or require, or on Sunday, or

‘holidays with proper and necessary assistance, including using forensic cellular telephone

analyst experts off-site to search the above described cellular telephone(s), and seize as
evidence any of the aboveinéntioned items or any. other evidence relating to the subject .
matter of this warrant that could be uscd in further vroiahon of ot has: been used n v;olanon

' p:osecuhon of the Criminal Laws of the State of Flonda
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Electronic Signature -

STATE OF FLORIDA )
GOUNTY OF SARASOTA. )

The foregoing lnstrument was acknowiedged before me this 0] day of- November
2023, by the individiial whose name and signature appear above, and who is personally

known to ine and who did take an cath.
X :b@éaé?ﬁ %ﬁ By

Signature/Electronic Slgnatare
Law Enforcement Officer
Notary Public, State of Florida
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RETURN TO SEARCH WARRANT

RECEIVED THISWARRANTonthe _ @/ dayof NVPrember
A.D. 20 #3  andEXECUTEDthesameonthe__©R _ dayof_Aevember ,
AD., 202 3, by READING THIS WARRANT TO, and delivering a true COPY hereof

toone  CHr,/ stigpa e qler {or by leaving a
Ly

¥

COPY at the premises), and seizure of the item(s) described previously. Upon
the completion of said SEIZURE, a WRITTEN INVENTORY OF THE PROPERTY
seized was delivered to the aforementioned PERSON (or such a copy was left at the
premises). ATRUE and CORRECT LIST of the item(s) seized is set forth in the following
INVENTORY:

J'Q@;e, [6 @)ﬂk )~ Color

, _Angrin  ceX , the officer by whom this
WARRANT was executed, DO SWEAR that the above INVENTORY contains a TRUE
AND DETAILED ACCOUNT of all the PROPERTY seized by me on said WARRANT.

A he Gy

AFFIANT

(SEAL) %

SWORN TO AND SUBSCRIBED BEFORE ME THIS THE OR day of
Novenber ,AD., 203 3.
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